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Gi¢i thiéu chung

= Ma hda co lich st lau doi
CEASAR cipher c6 100 nam trwéc C.N

= Sw bung nd cla may tinh nhirng ndm 1960s
Yéu c4u cang cao cla bdo vé thdng tin

= Phéat trién nhay vot nhat trong nganh mat ma

Mat ma khoa cong khai (Public-key) vao 1978




Gi¢i thiéu chung

= Cong hién quan trong cda Public-key:
Chir ky sé ( Digital signature)

= Hién tai tdc do phat trién nhanh chong cla viéc:
> Tim kiém cac mo hinh public-key m&i

» Cai thién cac ky thuat ma hoa dang co

> Ly thuyét vé bdo mat




Poi twong quan tam cua an toan théng tin

* Privacy/ Confidentiality
Gitr bi méat thdng tin chi ngudi co tham quyén méi biét
» Data integrity

Pam béo théng tin khéng bi chinh stra khi khéng c6 tham
quyén hodc phwong phap chua biét

= Entity authentication/ identification

XAac thuec moét thue thé, doi tuong




Poi twong quan tam cla an toan thong tin

» Message authentication
X&c thue nguén tin/di liéu
= Signature
Phuong phap gan thém théng tin véi thue thé

= Authorization

Céap quyén cho ai d6 1am hodc khdng lam




Poi twong quan tam cla an toan thong tin

= Validation

Phuwong phap cép quyén dé st dung hodc thao tac voi
théng tin hodc ngudn di liéu

= Access control

Gidi han quyén truy cdp ngudn théng tin cho nhom
nguwoi

= Certification

Sw tan thanh chinh thiee véi thdng tin béi thure thé tin
twong




Poi twong quan tam cla an toan thong tin

* Timestamping
Luwu tri thoi gian tao va ton tai cla thong tin
= \Witnessing

X&c thure viée tao hodc ton tai cta thong tin bdi thuc
thél nguoi tao Khac

* Receipt

Ghi nhan thong tin da dwoc nhan




Poi twong quan tam cla an toan thong tin

= Confirmation
Ghi nhén dich vu da dwoc cung cép
= Ownership

La cach cung cap mét thure thé voi quyén st dung
hodc chuyén mdt nguén div lidu cho thuc thé khéac

= Anonymity

Ngan khéng cho biét mét thure thé lién quan dén tién
trinh xt ly nao doé




Poi twong quan tam cla an toan thong tin

= Non-repudiation

Ngan chan tir chéi dich vu theo cam két truée

= Revocation

Viéc rut lai chirng chi hodc quyén




Pinh nghia:
/ N

Mat ma hoc la nghién ctru cac ky thuat toan lien hé voi
cac khia canh cua an toan thong tin nhuw:

- Bao mat (confidentiality),
- Toan ven di¥ liéu (data integrity),
- X&c thyre thyre thé (entity authentication) va

- Xac thwe ngudn goc dir liéu (data origin authentication)

o

/




Muc tiéu co ban cua mat ma hoc

= Bao méat (Confidentiality)
= Toan ven di¥ liéu (Data integrity)

= Xac thwc (Authentication)

= Khong tir chdi dich vu (Non-repudation)




Panh gia mét cong cu bao mat

= Mirc d6 bao méat
= Chtrc nang
* Phwong phap van hanh

= Kha nang thwc hién

= Tinh dé cai dat




Ky hiéu va thuat nglr co ban vé ma héa

= 4 :Bang ky tw ma (Alphabet of definition)

VD: A ={0,1}, hay
A ={AB,...,.Z}

= M : Khéng gian cac tin can ma hda, chira xau cac ky tw
tr bang ky tw ma hda A
= ¢ : Khobng gian cac tin dwgc ma hoa, la xau cac ky tw tw

bang ky tw ma hoa v&i M hoac khac.

= k. Khong gian khda, mdi phan tlr cla k goi la mét khoa




Ky hiéu va thuat nglr co ban vé ma héa

= MG6i phan t&r e € k xac dinh duy nhat mét twong rng 1-1
t M vao ¢ ky hiéu 1a E, goi la ham hay bién d6i ma héa
= M6i phan t&r d € K xac dinh duy nhat mét twong &ng 1-1
tr ¢ vao m ky hiéu 1a D4 goi Ia ham hay bién déi giai ma
= M6t hé mat ma hay lwoc dd ma hoa:

Gom tap {E,: e € K} cac bién db6i ma hoa va twong
tng {D,: d € K} cac bién dbi gidi ma va co tinh chat Ve € K
xac dinh duy nhat mét d € x sao cho D; = E;t. Khi dé
(e,d) goi la cap khoa.




Kénh truyén théng

= M6t kénh truyén théng: 1a cach truyén tai div
liéu tr mot thwe thé dén thuwe thé khac
= Phan loai:

> Kénh bao mat/ an toan: Ké dich khéng c6 kha nang

thAm nhap dé doc va chinh stra théng tin

> Kénh khong an toan: Ké dich c6 thé tham nhap dé

doc va chinh stra théng tin




Pinh nghia vé pha ma

Pbinhngha - -\ -\ -\ -\ —————— -
(

| M6t hé mat ma dwoc goi la c6 thé pha dwoc néu mot bén thiy
| 3 khéng biét trwdc cap khéa (e,d) vé hé thdng cé thé khoi

| phuc tin goc tr ma hoa cla tin dé trong mét khoang théi gian
| thich hop.

N~ o . . e — —

e e el e e e —

Chu y: Do phwong phap tim kiém vét can (exhaustive search)
nén khong gian khoa phai co6 kich thuwdc du Ion




Phan loai hé mat ma

= H& mat ma khoa dbi xirng (Symmetric-key encryption)

Dinh nghia: Mdt hé mat ma gom {E,: e € <} va

{D,: d € £} tirong g goi la hé mat ma khoa doi

xtrng néu & médi cap (e, d) thi ta dé dang tim dwoc d

khi biét e va nguorc lai.




Phan loai hé mat ma

= H& mat ma khdi (Block cipher)

Dinh nghia: La mét hé mat ma ma qua trinh ma hoa

chia tin géc thanh cac khdi co kich thuée bang nhau dé

ma hoa trén tirng khoi do.




Phan loai hé mat ma

» Hé mat ma dong (Stream cipher)

Dinh nghia: La mét hé méat ma khoi ma kich thude

mdi khoi bang 1.

‘m = (mym,ms ...)
y§ €= (C1C2C3 ) = Eei(mi) = C, Ddi (Ci) = my
L e = (ereze3...)




Phan loai hé mat ma

» Hé mat ma khda cong khai (Public-key encryption)

Dinh nghia: Mdt hé mat ma gom {E,: e € <} va

{D,:d € <} trong teng goi

khai néu & méi cap (e, d) t

a hé mat ma khda cong

N1 e dwoce cho cong khai

trong khi d gitr bi mat & d6 sé khéng kha thi dé tim d

tr e.




No6i dung bai kiém tra 1

= X4c dinh cac doi twong clia ATTT

= Muc tiéu cua mat ma hoc

Cach danh gia mét cong cu bao mat

= Pinh nghia va phan loai vé cac hé mat ma

= Cac thuat ngl co ban lién quan dén hé mat ma va an
toan thong tin

= Tinh toan v&i hé mat ma cd dién: Shift-cipher, Hill, thay

thé, chuyén vi, Vigenere.




