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Bai toan phan tich thanh nhan tw

Pinh nghia:

(
Phan tich s tu nhién n ra thanh nhan ti 14 tim cac nhan

tr nguyén to p; doi mot khac nhau sao cho

€1..62 €k

n=p,p, p

\_

~




Chién lwoc chung tim nhan to

> Ap dung phép chia thir dé tim cac udc s6 nho hon mot

s Nguyén t6 gii han b,

> Ap dung thuat toan cta Pollard dé tim nhan tir trong gidi

han b, = by

> Ap dung thuat todn duong cong Elliptic dé tim nhan tir

trong gi61 han b3 = b,

> Ap dung thuit toan sang bac hai dé tim nhan tu




SO tw nhién trong gidi han p-nguyén to

Pinh nghia:

~
Voip la mot s6 nguyen to. So tu nhién n goi 1a p-nguyén to gidi
han néu moi udc s6 Nguyén to cua n déu < p.

\_ J
Vi du:

e 50 & 5-nguyén t6 gidi han vi 50 = 2152




Thuéat toadn rho cua Pollard tim nhan to

INPUT: hop s6 n khdng phai 12 lily thira ciia mot s6 nguyén to
OUTPUT: udc sb6 d khong tam thuong ctian, (1 < d < n)
1. a<2,b«?2
2. Fori=12,.. Do
a<—a’*+1modnb < b?+1modn,b « b?+1modn
d = gcd(a — b,n)
Néu 1 < d < n thi thdng béo két qua d

Néu d = n thi thong béo thuat toan khdng tim dugc ude cia n




Thuéat toan sang bac hai tim nhan tw

INPUT: hop so n khdng phai 12 lily thira ciia mot s6 nguyén to

OUTPUT: udc so d khong tam thudng cian, (1 < d < n)

1. ChontsdS = {py,pz ., P}, 6d0p; =—1,p;(j =2)la
cac s6 dau tién theo tht tu trong day sd nguyén t6 ma n 12
thang duw bdc hal cuia p;

2. Tinhm = [\/n]

3. Luachont + 1 cap:

{(a;, b)) | a; = (x + m)? = b;(mod n),x =0,+1,+2, ...}

theo cac budc sau day:
eSS




Thuéat toan sang bac hai tim nhan tw

For 1=1,..., t+1
3.1 b =q(x) = (x + m)?>—n, sir dung phép chia thir dé kiém
tra xem b ¢6 1a p, - nguyén t6 gidi han khéng. Néu khong thi chon
lai va lap lai buoc nay.
3.2 néu b 1a p, - NQUY8n 16 giGi han, gid sir b = H]-tzlpjij, a; <
(x +m),b; « b,v; = (Vi1, Vip, ..., Vi) VOi V;j = €;j mod 2
4. Timtapgp =T € {1,2,...,t + 1} sao cho }),;crv; =0

5. Tinh x = Il;era; mod n

: , (Zier €ij)
6. Fori=1,...,ttinh [; = <77V />
e




Thuéat toan sang bac hai tim nhan tw

l

7. Tinhy = Hlepjj mod n

8. Néu x = +y (mod n) thi quay lai buéc 4 tim tdp T khac va thure

hién theo cac buwoc.

9. Théng bao két qua d = ged(x — y,n)




Bai toan RSA

Pinh nghia:
/ I

Bai toan RSA la: Cho trudc s6 tu nhién n 14 tich ca hai s6
nguyén to 1é khac nhau p va g. Vi s tu nhién e sao cho

gcd(e, (p —1)(q — 1)) = 1 va s ¢, hdy tim m théa man
ka = c(mod n). /

Chu y:

* m la mot can bac e modulo n
 Bai toan RSA tuong duong thoi gian da thic véi bai
toan phan tich thanh nhan tur
e




Bai toan thang dw bac hai

Pinh nghia:

" Bai toan thing du bac hai (QRP) Ia cho trudce mot hop sb 1¢

k
n

bac hai cua n hay khong?

\ Nghia 14 cO tOn tai x dé x2 = a (mod n)?

vaa€ ], = {k € 7 (—) = 1). Héi a ¢6 14 thing du modulo

~

n

/

Chay:
« Néu p la nguyén t6 thi da cd thuat toan hiéu qua tim
cac thang du bac hai modulo n
 Bai toan QRP tuong duong thoi gian da thirc voi bai
toan phan tich thanh nhan tu




Logarit trong Z,,

Pinh nghia: ~

(
Goi G la nhém Zz, cyclic cap n — 1 ctia Z,, ¢6 phén t sinh

a. Ta goi logarit ciia B co s6 a, ky hiéu log, B, 1a s6 tu nhién

duy nhatx, 1 < x < n —1saocho f = a*.

o J

Vi du:

* 73, 1a nhom cyclic cap 22. Xét phan tir sinh 1a 5 ¢6
logs12 = 20 trong Z55 vi 5%° = 12 (mod 23)




Bai toan logarit r&i rac

Pinh nghia:
: )

Bai toan logarit roi rac (DLP) la: Cho trude sd nguyén td p va

phan tir sinh a cua Ly. Vi B €Zy,timX, 1 <x <p—1sa0

\cho a* = [ (mod p). Y

Chay:
* Do kho cua bai toan logarit khong phu thudc vao co
SO
 Thuat toan cho tim logarit la tinh cac Ity thira cua co
s6 al, al, a?, ...




Bai toan Diffie-Hellman

Pinh nghia:
‘ N

(
Bai toan Diffie-Hellman (DHP) la:

Cho trude s6 nguyén to p, phan tir sinh a cua Z,, va cac phan

tr a® (mod p), a® (mod p). Hay tim a®® (mod p)?

. /

Chuy:

e a%® = (a%)?, nén giai bai toan Diffie-Hellman la
giai bai toan logarit roi rac

 Bai toan DHP tuong duong thoi gian da thire véi bai
toan DLP




