CHUONG 5

CHUOI BIT GIA NGAU NHIEN

PSEUDORANDOM BITS AND SEQUENCES
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» Sinh bit ngu nhién va gid ngiu nhién
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Sinh bit ngiu nhién, gid ngiu nhién

» Sinh bit ngiu nhién I3 thiét bj hay thust toan cho d3y
cac bit doc Iap thong ké va khdng chéch theo nghia xac
suit cho bit 0 va bit 1 13 nhu nhau.
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Sinh bit ngiu nhién, gid ngiu nhién

» Sinh bit ngiu nhién I3 thiét bj hay thust toan cho d3y
cac bit doc Iap thong ké va khdng chéch theo nghia xac
suit cho bit 0 va bit 1 13 nhu nhau.

> Mot day bit ngdu nhién cé thé duoc st dung dé sinh ra
sd ngau nhién phan phdi déu.

» Sinh bit gia ngiu nhién |3 thuat toan tit dinh ma véi
mdt diy bit d6 dai ngdu nhién k cho trudc thi cho day
bit (d6 dai > k) c6 “tinh ng3u nhién". D3y bit dau vao
goi 13 hat gieo (seed), két qua cho ra I3 d3y bit gia ngiu
nhién.
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Sinh bit gid ngiu nhién - PRBG

Dinh nghia

- Mét sinh bit gid ngiu nhién duoc goi I vuot qua kiém
dinh thbng ké thoi gian da thic néu khéng cé thuét todn
vdi thoi gian da thic nao cé thé phan biét chinh xac
giita mét day két qua dé va diy ngdu nhién c6 ciing dé

dai vdi xdc suat > 5
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Sinh bit gid ngiu nhién - PRBG

Dinh nghia

- Mét sinh bit gid ngiu nhién duoc goi I vuot qua kiém
dinh thong ké thdi gian da thic néu khéng cé thudt todn
vdi thoi gian da thic nao cé thé phdn biét chinh xac
gitfa mét ddy két qua dé va day ngdu nhién cé cung do
dai véi xdc sudt > 5

- Mét sinh bit gid ngdu nhién duoc goi I3 virot qua kiém

dinh bit ké tiép néu khong c6 thuat toan vdi thoi g/an da
thifc ndo ma vdi | bit diu tién biét trudc ma cé thé du

1
dodn dugc bit thit I+1 vdi xac sudt > 5
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Sinh bit gid ngiu nhién - PRBG

Dinh nghia

- Mét sinh bit gid ngiu nhién duoc goi I vuot qua kiém
dinh thbng ké thoi gian da thic néu khéng cé thuét todn
vdi thoi gian da thic nao cé thé phan biét chinh xac
giita mét day két qua dé va diy ngdu nhién c6 ciing dé

dai vdi xdc suat > 5

- Mét sinh bit gid ngdu nhién duoc goi I3 virot qua kiém
dinh bit ké tiép néu khong c6 thuat toan vdi thoi g/an da
thifc ndo ma vdi | bit diu tién biét trudc ma cé thé du

1
dodn dugc bit thit I+1 vdi xac sudt > 5

- Mét sinh bit giad ngdu nhién ma vuot qua kiém dinh bit
ké tiép thi dugc goi 1a sinh bit gida ngau nhién an toan

trong ma héa. 3



Ky thuat sinh d3y bit ngiu nhién

» Sinh bit ngiu nhién dya theo phan ciing
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Ky thuat sinh d3y bit ngiu nhién
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» Sinh bit ngiu nhién dua theo phan mém
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Ky thuat sinh d3y bit ngiu nhién

» Sinh bit ngiu nhién dya theo phan ciing

» Sinh bit ngiu nhién dua theo phan mém

» Si dung ky thuat de-skewing tranh biases
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Sinh bit d3y ng3u nhién dua theo phan mém

» Dua vao thdi gian cha hé théng
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Sinh bit d3y ng3u nhién dua theo phan mém

» Dua vao thdi gian clia hé théng

» Thai diém 4n phim hodc di chuyén chudt

5 /14



Sinh bit d3y ng3u nhién dua theo phan mém
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Sinh bit d3y ng3u nhién dua theo phan mém

» Dua vao thdi gian clia hé théng

» Thai diém 4n phim hodc di chuyén chudt

» Sb cac buffer dugc st dung dé thao téc dif liu
» Do ngudi dung chon

» Cac gia tri thdng ké v& mang hodc hé théng dang van
hanh
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Ky thuat de-skewing tranh biases

» De-skewing 13 kj thuat st dung khi ngudn sinh bit
ngau nhién bi tac dong din dén két qua thién l&ch,
chdng han xac sut cho bit 1 khéng bing 0.5, hoic bit
sinh sau cé tuong quan véi bit trudc dé.
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Ky thuat de-skewing tranh biases

» De-skewing 13 kj thuat st dung khi ngudn sinh bit
ngau nhién bi tac dong din dén két qua thién l&ch,
chdng han xac sut cho bit 1 khéng bing 0.5, hoic bit
sinh sau cé tuong quan véi bit trudc dé.

» Vi du: Gid st mot sinh bit cho bit 1 vdi xac sut
p, p # 0.5 va bit 0 v6i xac suit 1 — p. Khi dé xac suit
cho c3p 01 va 10 I3 nhu nhau va bing p(1 — p), xem
chiing nhu k&t qua trong khi bd qua trudng hop cip 00,
11.
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Thuit toan sinh d3y bit gid ngiu nhién

» ANSI X9.17
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Thuit toan sinh d3y bit gid ngiu nhién

» ANSI X9.17
» FIPS 186

» Cac thuat todn trén cé st dung cdc ham bam SHA va
chuan mat ma DES
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Thuit todn sinh bit nggu nhién ANSI X9.17

Thuat toan sinh bit ngiu nhién ANSI X9.17

Input: Hat gieo nglu nhién 64 bit s, sb m va khéa k cta DES
Output: Sinh ra mét d3y cic sb giad ngiu nhién 64-bit m
1. Tinh I = E4(D), véi D la biéu didn nhi phan 64-bit Iéy dugc tir
gid tri ngay giG tai thoi diém dé
2. Thuc hién vong l3p:
For i from 1 to m do:
Xj Ek(l &) S)
S Ek(X,' S /)

3. Két qua 13 ddy (x1, X2, ... Xm)
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Dinh dé ng3u nhién ctia Golomb

Dinh nghia

- Gois = S0, 51, . - - la ddy bit v6 han, s" = so, s1,..., 551
la day n bit dau tién cua s.
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- Ta goi mét quing ctia s 13 cdc day bit con lién tiép toan
la bit 1 hodac 0 ma phia trudc va sau day la bit khac.
Néu 1 quang toan I3 1 thi goi I3 1 khbi con toan 0 thi
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Dinh dé ng3u nhién ctia Golomb

Dinh nghia

- Gois = S0, 51, . - - la ddy bit v6 han, s" = so, s1,..., 551
la day n bit dau tién cua s.

- Day s duoc goi la N-tudn hoan néu s; = Sien, Vi >0,
khi dé6 N goi 13 chu ky va sN goi I3 mét chu trinh.

- Ta goi mét quing ctia s 13 cdc day bit con lién tiép toan
la bit 1 hodac 0 ma phia trudc va sau day la bit khac.
Néu 1 quang toan I3 1 thi goi I3 1 khbi con toan 0 thi
goi I3 mét khodng trbng.

- Ham tu tuong quan cda s, ky hiéu la C(t) xdc dinh bdi:

N—1
1
C() = 5> s —D(sie—1), 0<t<N-L
i=0
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Dinh dé ng3u nhién ctia Golomb

Gid st s 13 d3y tudn hoan chu ky N va sV 13 chu trinh. Cac
dinh dé vé tinh ngau nhién cla day s gom:

R1 Trong chu trinh sV, sb c4c phan ti 0 khéc sb cac phan
tlr 1 khdng qué 1.
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bing k. Hon nita v6i mdi d6 dai thi sb cac khéi va sb cc
khodng trong gan nhu bang nhau.
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Dinh dé ng3u nhién ctia Golomb

Gid st s 13 d3y tudn hoan chu ky N va sV 13 chu trinh. Cac
dinh dé vé tinh ngau nhién cla day s gom:

R1 Trong chu trinh sV, sb c4c phan ti 0 khéc sb cac phan
tlr 1 khdng qué 1.

R2 Trong chu trinh sV, c6 it nht 1/2% s6 quing c6 db dai
bing k. Hon nita v6i mdi d6 dai thi sb cac khéi va sb cc
khoang trong gan nhu bang nhau.

R3 Ham tu tuong quan nhan gia tri xac dinh bdi:

N-1 N, néut =0
N.C(t) = (25-1)(2514¢—1) = K,ndu 1<t<N-1

i=0

» M&t day céc bit nhi phan théa man céc dinh dé
Golomb trén goi la day gia nhiéu hay day pn.
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Kiém dinh co ban tinh ngdu nhién

» Kiém dinh tan sb:

2
nop —m
X onf

véi no, ny 13 thn sb cia bit 0 va 1 tuong tng.
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Kiém dinh co ban tinh ngdu nhién

» Kiém dinh tan sb:

2
(mo — m) >
Xl = ~ X1,
n
véi no, ny 13 thn sb cia bit 0 va 1 tuong tng.

» Kiém dinh hai bit:

N

4
X2 = n_1(”§0+”(2)1+”§0+”%1)__(”g+”§)+1NX§>

S

7

véi Noo, Mot, Mo, M1, Mo, N1 13 thn sb ctia 00, 01, 10, 11,
0 va 1 tuong Ung.
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Kiém dinh co ban tinh ngdu nhién

» Kiém dinh tan sb:

2
nop —m
X onf

véi no, ny 13 thn sb cia bit 0 va 1 tuong tng.

Kiém dinh hai bit:

SIN

4 2 2 2 2
Xy = p (Moo + noy + Mo+ nip) —

—1 (ng+ni)+1~ x5,

véi Noo, Mot, Mo, M1, Mo, N1 13 thn sb ctia 00, 01, 10, 11,
0 va 1 tuong Ung.

Kiém dinh Poker

Kiém dinh cac quang (run)

Kiém dinh tu tuong quan
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Thu3t toan sinh bit gid ngdu nhién an toan trong m3i héa

» Thuit toan sinh bit ng§u nhién RSA
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Thu3t toan sinh bit gid ngdu nhién an toan trong m3i héa

» Thuit toan sinh bit ng§u nhién RSA

» Thuit todn sinh bit ng§u nhién Micali-Schnorr

» Thuat toan sinh bit ngdu nhién Blum-Blum-Shub
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Thuit todn sinh bit nggu nhién RSA

Thuat toan sinh bit ngdu nhién RSA

Output: sinh ra mét ddy cac bit z;, z,..., z c6 d6 dai /

1.

Thiét 13p tham sb. Sinh ra hai sb nguyén t& kiéu RSA bf
mat p, g, tinh n=pgva ¢ = (p—1)(g — 1). Chon
ngu nhién mét sb tu nhién e, 1 < e < ¢, gcd(e, ¢) =1

Chon nggu nhién mot sb tu nhién xg trong khoang
[1,n — 1] lam hat gieo ngau nhién.
Thuc hién vong lap:
For i from 1 to / do:
z; <— bit it y nghia nhit
trong biéu dién nhi phan cia x;
Két qua 1a ddy bit z;, 2, ... z
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Thuit todn sinh bit ngéu nhién Micali-Schnorr

Thuéat toan sinh bit ngiu nhién Micali-Schnorr

Output: sinh ra mét d3y céc bit ngdu nhién

1.

Thit 1ap tham s. Sinh ra hai sb nguyén té kiéu RSA bi mat p, g,
tinh n=pg va ¢ = (p—1)(g —1). Dit N = [log, n] + 1. Chon
mot sb tu nhién e, 1 < e < ¢, véi gcd(e, p) = 1 va 80e < N. Dit
k=[N(1—-1/e)]var=N—k

Chon ngiu nhién méot sb tu nhién xg trong khodng [1,n — 1] lam
hat gieo ng3u nhién
Thuc hién vong l3p:
For i from 1 to / do:
Yi+—x7,; mod n
xj <— |4y r bit y nghiia nhit cda y;
z; +— |4y k bit it y nghia nhét cta y;

K&t qua 13 diy gdbm k./ bit z; || z || ... || z7, & d6 || 13 ham ghép.
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Tai liéu tham khao
Handbook of Applied Crytography, chapter 5
http://cacr.uwaterloo.ca/hac/



