CHUONG 6

HE MAT MA DONG - STREAM CIPHERS
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» Mat ma khi 13 qué trinh xit Iy m3 héa/ gidi m3 theo
timg khbi c6 kich thudc tuong déi 16n
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Mat ma khi |3 qué trinh x{r Iy m3 héa/ gidi m3 theo
timg khbi c6 kich thudc tuong déi 16n

Mat ma dong la qud trinh x& ly m3 hda/gidi ma theo
ting khoi cé kich thuéc nhdé xem nhu ting bit

Hé mat ma dong doi khi con goi Ia hé mat m3 trang
thai

Mat ma dong c6 thé duoc xem 13 hé mat m3 khéa dbi
xting hodc mat ma khéa céng khai
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Hé mat ma dong One-time pad

» One-time pad hay con goi la hé mat ma Vernam, bicu
dién bdi:

C,':m,'EBk,', fori:1,2,3,...

véi m; 13 céc ky tu trong vin ban gbc va kq, ko, ... goi
la dong khéda.
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» One-time pad hay con goi la hé mat ma Vernam, bicu
dién bdi:
Ci = m,'EBk,', fori = 1,2,3,...
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la dong khéda.
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» One-time pad dam b3o bdo mat khdng diéu kién nghia
3 H(M|C)=H(M)

» One-time pad c6 han ché 13 khéa c6 kich thudc nhu
van ban
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M4t m3 dong ddng bd

» Mat ma dong thudng dugc chia thanh mat ma dong
dong bo (Synchronous stream cipher) va mat ma dong
tu déng bo héa (Self-synchronizing stream cipher)
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Mat m3 dong déng b

» Mat ma dong thudng dugc chia thanh mat ma dong
dong bo (Synchronous stream cipher) va mat ma dong
tu déng bo héa (Self-synchronizing stream cipher)

» Mat ma dong déng bo 3 hé mat m3 ma dong khéa
dugc sinh doc 1ap véi van ban goc va van ban ma héa

» Mat ma dong dong bd dusc md ta bdi:
Oiy1 — f(U,‘, k)
g(oi, k)

¢ = h(z, m)

Zj

o9 la trang thai ban dau c6 thé dugc xac dinh tu khda k
va ham xac dinh trang thai tiép theo f, g la ham sinh
dong khda z;, h la ham ma hda.
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So d6 mat m3 dong déng bd

» Quj trinh m3a hda

Oj+1 Oi mi
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» Quj trinh m3a hda

(o mj
Oj+1

» Qua trinh gidi m3a

Oit+1
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Tinh ch4t clia mat m3 dong dong bd

» D3am bao yéu ciu ddng bd vé khéa giita ngudi gii va
ngudi nhan. Nghia la trang thai van hanh giiia hai bén
nhan va gui 13 giong nhau.
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Tinh ch4t clia mat m3 dong dong bd

» D3m bao yéu ciu dong bd vé khéa giita ngudi gii va
ngudi nhan. Nghia la trang thai van hanh giiia hai bén
nhan va gui 13 giong nhau.

> Khong gy 18i lan truyén tir budc nay dén cac budc tiép
theo

» D& bi tin céng chi déng, nghia 13 néu thém, sk, x6a ky
tu trong vin ban m3 héa sé gdy mit ddng bé giifa hai
b&n m3 héa va gidi m3 do tinh chit thd nhit. Ddng thai
ké dich cling chi déng tham do su gidi ma trén tung ky
ty do tinh chit tha 2
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VD: Mat ma dong cong nhi phan

» Qud trinh m3 hda

Hé sinh dong khda
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VD: Mat ma dong cong nhi phan

» Qud trinh m3 hda

k ——{ Hé sinh dong khéa ——®&—— €

» Qua trinh gidi ma

k —| Hé sinh dong khéa ———®——> M;
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M4t m3 dong tu ddng bd héa

» Mat ma dong tu dong bd héa 13 hé mat m3 dong ma
dong khéa dugc sinh bdi ham cla khéa va mot so xac
dinh ky tu m3 héa trudc dé
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M4t m3 dong tu ddng bd héa

» Mat ma dong tu dong bd héa 13 hé mat m3 dong ma
dong khéa dugc sinh bdi ham cla khéa va mot so xac
dinh ky tu m3 héa trudc dé

» Mat ma dong tu dong bd héa dusc mé ta badi:

o; = (Ci—ta Ci—t41y-- - Ci—1)
z; = g(oi, k)
C = h(Z,', m,-)
& dé trang théi ban dau oo = (c_t, € ¢41,-.-,C_1), khda

k, ham sinh dong khéa g va ham ma héa h.
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So d6 hé mat ma dong tu déng bd héa
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Tinh cht cla mat m3 dong tu déng bd hda

» Hé mat m3 dong tu déng bd héa cé thé l3p lai viéc gidi
ma chinh xac sau khi mat su déng b6 ma chi mot doan
tin goc nao dé.
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han ché, chang han gidi ma trd lai ding sau mot so ky
tu xac dinh néu mot ky tu ma bi chinh sira.

> Bj tin cong chi dong. Tuy nhién ké dich s& khé phét
hién viéc thém, stra hay x6a ky tu so v6i mat ma dong
dong bé.

» Lam ting do nhidu vé théng k& trong vin ban m3 héa vi
moi ky tu can ma héa cé thé anh hudng dén cic ky tu
ma hda tuong (ing quanh nd.
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LFSRs - Linear Feedback Shift Registers

Dinh nghia

Mot LFSR c6 d6 dai L 1a hé xit ly gém c6 L tram ddnh s6 0, 1,
.. L—1,  mdi tram dé cé thé luu trit, nhan vao, cho ra két

qud 13 1 bit vd mét déng hé kiém sodt budc chuyén dif liéu.

Trong dé mdi don vi thdi gian thuc thi cac nhiém vu sau:

i) Két qua & tram 0 13 két qua cho ra cia hé, déng thoi
tham gia vao cdc tinh trang thai cdc tram tiép;

i) Két qu3 cda tram i duoc chuyé7n téi tram I-1,
1<i<L-1;

iii) K&t qua cho vao & tram L — 1 13 bit phan héi s; dugc
tinh bing té hop theo modulo 2 cia mét sb két qu3
trong cac tram trudc.
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So db clia LFSR

N MNe— ... A
sj ]
<1 @2 CL—1 cL
Tram Tram . Tram Tram
L—1 L—2 1 0 Kq
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So db clia LFSR

N N«

S

<1 @ CL—1 L

Tram Tram . Tram Tram
L—-1 L—2

Kq

> V6i s; két qua thi j thi:
si=(asi-1+ asio+...+csi—)mod 2, j > L, véi

[St-1,S1-2,-..,51,5%)] la cic trang thai ban dau & céc
tram.
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So db clia LFSR

N M ... N

<1 @ cL—1 L j

Tram Tram . Tram Tram
L—-1 L—2 1

S

Kq

> V6i s; két qua thi j thi:
si=(asi-1+ asio+...+csi—)mod 2, j > L, véi
[st-1,51-2,...,51,5)] la cic trang thai ban dau & céc
tram.

» Ky hiéu LFSR trén la (L, C(D)), véi
C(D)=1+cD+ cD?+ ...+ ¢ Dt € Z,(D) la da
thiic k&t nbi véi cic hé sb va phép todn nhi phan.
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Tinh chit clia LFSR

» Vi diy trang thai diu vao thi LFSR sinh ra mét chudi
cac bit s = sg, 51, 5, ...
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%

Tram Tram Ll Tram Ll Tram
3 2 1 0 Kq

Véi 4 trang thai dau vio in dam thi duoc day bit la:
0,1,1,00,1,0,0,0,1,1,1,1,...
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M3 héa dong dua vao LFSRs

» LFSRs |3 cac thanh phan co ban trong bo sinh dong khéa
» LFSRs thich hop cho cai dit trong phan cing

> Céc LFSR thudng dugc cai dit va két hop phi tuyén véi
nhau dé sinh ra dong khéa theo mé hinh:

LFSR 2

F

—— Dong khéa

LFSR n

...
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Tai liéu tham khao
Handbook of Applied Crytography, chapter 6
http://cacr.uwaterloo.ca/hac/



