CHUONG 7

HE MAT KHOI - BLOCK CIPHERS
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Hé mat m3 khdi

Dinh nghia

Mat ma khéi n-bit /3 ham E : V,, x K — V,, sao cho m&i
khéa K € KC c6 mét ham kha nghich (hay ham m3 héa khéa
K) tir V,, dén V,, ky hiéu Ex(P). Ham nguoc ctia né, ky hiéu
Dk(C), duoc goi la ham giai ma. V&i P, C I4n luot ky hiéu la
tin géc va tin duoc m3 héa.
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Hé mat m3 khdi

Dinh nghia

Mat ma khéi n-bit /3 ham E : V,, x K — V,, sao cho m&i
khéa K € KC c6 mét ham kha nghich (hay ham m3 héa khéa
K) tir V,, dén V,, ky hiéu Ex(P). Ham nguoc ctia né, ky hiéu
Dk(C), duoc goi la ham giai ma. V&i P, C I4n luot ky hiéu la
tin géc va tin duoc m3 héa.

Kich thudc khbi n 13 tudng dbi 16n, thong thuong n>64
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Phuong phap thuc hién m3 héa khbi
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Phuong phdp thuc hién ma héa khbi

» Electronic codebook (ECB)

» Cipher-block chaining (CBC)

» Cipher feedback

» OQutput feedback
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Electronic codebook (ECB)
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» Cac khdi duoc m3 héa déc |4p nén viéc chén ma doc &
khoi nao d6 thi khdong anh hudng dén giai ma & khoi
khac
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Diém chi y v& ECB

» Cac khdi duoc m3 héa déc |4p nén viéc chén ma doc &
khoi nao d6 thi khdong anh hudng dén giai ma & khoi
khac

» (6 thé tinh song song

> M3 héa, gidi m3 cac khdi mau gibng nhau s& cho két
qua gibng nhau. Ké dich d& thdm m3 dua vao dic tinh
nay vi vdy ECB khéng dugc xem xét cho trudng hgp di
lidu kich thudc 16n hon 1 khéi véi cling khéa. Khi c6
nhiéu khéi thi thudng mdi khéi d3 duoc cho thém cac bit
ngiu nhién dé ting d6 an toan.
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Diém chd y vé& CBC

» M3 héa va giai m3 cia CBC can khéa va IV
(initialization vector) .
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» M3 héa va giai m3 cia CBC can khéa va IV
(initialization vector) .

» M3 hda giai m3 cic khdi phu thudc khéi truéc dé do dé
khong thé hodn doi vi tri cac khoi.

> K& dich c6 thé 1am thay di c4c bit trong Xj11 khi gidi
m3 néu stra bit trong G.

» |V khdng can giit bi mat, tuy nhién can giif tinh toan ven
cta né.
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Dinh nghia

> Gi3 sif Ex,, Ex, 13 hai hé mat ma khéi khéa Ky, K, tuong
ting. Ta goi tich cla Ex, vdi Ex, la hé mat ma E xac
dinh béi E(x) = Ek,(Ek,(x)). Tuong tu ta cé tich cta
nhiéu hé mat ma..
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Dinh nghia

> Gia st Ex,, Ex, 13 hai hé mat m3 khdi khda Ki, K, tuong
ting. Ta goi tich cla Ex, vdi Ex, la hé mat ma E xac
dinh béi E(x) = Ek,(Ek,(x)). Tuong tu ta cé tich cta
nhiéu hé mat ma..

» Trong trudng hop tich cta nhiéu hé mat m3 khbi ma cic
khéa khéng déc 1ap nhau thi goi la hé mat ma boi.

» Su dung tich cic hé ma dé Iam tang dé phic tap hodc
tang chi phi bé nhd cho viéc gidi ma.

10 /16



Tich cic hé mat ma

Dinh nghia

» Tich 2 hé ma:

K1 K>
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Tich cdc hé mat ma

Dinh nghia

» Tich 2 hé ma:
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Hé mat ma Feistel

Dinh nghia

Hé mat ma khbi 13p /3 hé mat ma khéi lién quan dén viéc
lap tudn tu cua mét ham goi 1a ham [3p. Cac tham s6 bao
gbém s6 cdc vong lap r, kich thudc khoi bit n, va dé dai k bit
ctia khéa dau vao K cho viéc sinh ra ciac khéa con K; & r vong

I5p. O d6 méi gi tri cia K; thi ham I3p I3 mét tuong dng 1-1
trén cac gid tri ddu vao.
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Hé mat ma Feistel

Dinh nghia

Hé mat ma Feistel /3 mét dnh xa tir khdi 2t bit (Lo, Ry),
gém t bit niia khéi tréi Ly va t bit nia khdi phdi Ry, thanh
khbi ma (R, L,) théng qua qud trinh xit ly gém r vong
(r>1). V6iméi1<i<r, vong thif i xdnh xa

(Li_1, Rii1) = (L, RY) xdc dinh béi:

L, = R,',l, Ri=Li_1& f(R,;l, K,'), vdi khéa con K; deO'C sinh
ra tor khéa K.
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Hé mat ma Feistel

Nia tréi Lo Nua phél Ro
Ki
Y ﬁi. < ®
Ly Ry = Ly @ f(Ro, K1)
K>
D I I e |
L, Ry =L ® f(Rla Kz)
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Data Encryption Standard (DES)

» DES I3 h& mat m3 khbi Feistel
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Data Encryption Standard (DES)

» DES I3 h& mat m3 khdi Feistel
» Kich thuéc khéi n = 64 bit

» Khda bi mat c6 d6 dai 56 bit nhung khéa nhip vao cé
kich thuéc k = 64 bit trong d6é bo di 8 bit & cac vi tri

» Ham |5p trong DES: f(R,'_l, K,) = P(S(E(R,_l) D K,))

E 1a cdc ham md réng tir 32 1&n 48 bit (I3p mét sb
bit)

S 1a cac ha S-box

P 1a ham hoéan vi cac bit
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So db cha DES

‘ Khéi diu vao
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Tham khao v& DES: https://en.wikipedia.org/wiki/DES _supplementary material
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Tai liéu tham khao
Handbook of Applied Crytography, chapter 7
http://cacr.uwaterloo.ca/hac/



