CHUONG 8

HE MAT MA KHOA CONG KHAI
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» Hé mat ma khda cong khai hay con goi [a hé mat ma phi
doi xiing

» Trong m6t hé mat ma khdéa coéng khai, mdi thuc thé A
sé c6 khda cong khai la e va khéa bi mat I3 d, 6 d6
khéng kha thi dé tim d tir e. Khéa céng khai xac dinh
bién d&i m3 héa E., khéa riéng sé lién quan dén bién doi
gidi ma Dy.

c = E.(m), m= Dy(c)
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Thuat toan sinh khéa cho RSA

M3i thuc thé A cin tao mot khéa cdng khai e va tuong tng la
khdéa bi mat d nhu sau:

1.

Sinh ra 2 s nguyén t& ng3u nhién 16n p, g khac nhau va
c6 kich thuéc bit gan bang nhau

Tinhn=pgvad=(p—1)(q—-1)

Chon ngiu nhién sb tu nhién e, l1<e<¢pva
ged(e, ¢) =1

Timsb d, 1 < d < ¢, sao cho ed = 1(mod)

Khéa cong khai clia A 1a (n, e) va khéa bi mét 1a d.
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K§ thuat thém phan du clia Rabin

» Han ché cta Rabin |3 khi gidi m3 can tim gid tri nao cla
m; trong s6 4 can bac hai cia ¢ modulo n?

» Gidi phap la thém vao tin géc (chgng han nhu 13p mot
sb bit cuéi) va sau dé6 kiém tra m; nao cé du nhu vy
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Tai liéu tham khao
Handbook of Applied Crytography, chapter 8
http://cacr.uwaterloo.ca/hac/



