CHUONG 9

HAM BAM VA TOAN VEN DU LIEU
HASH FUNCTIONS AND DATA INTEGRITY
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Khai niém ham bam

Dinh nghia

Ham b3m 13 mét ham h it nhat thda man hai tinh cht sau:
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két qu3 13 doan tin cé dé dai bit cb dinh
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(hash value, hash code ...)

> Vi cic gi tri bim c6 dé dai bit ¢b dinh trong khi sb dau
vao la vb han nén h 13 4nh xa kiu n — 1. Diéu dé nghia
3 s& c6 trudng hop hai gia tri ddu vao khac nhau ma cé
cung gia tri bam. Trudng hgp d6 goi Ia dung d6 cGia ham
bam.

> Y tudng co ban clia ham bim m3 héa 13 st dung gi tri
b3m xem nhu dai dién cho m6t thuc thé ma né dudc xac
dinh duy nhat bdi gia tri bam dé.
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Tinh chit co ban clia ham bim

1. Khéng kha thi v& mit tinh todn dé tim ra tao anh x ma
h(x) = y khi biét truéc y.
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Tinh chit co ban clia ham bim

1. Khéng kha thi v& mit tinh todn dé tim ra tao anh x ma
h(x) = y khi biét truéc y.

2. Khéng kh3 thi d& tim ra tai anh thr 2 x' ma
h(x") = h(x) véi x cho trudc.

3. Khéng kha thi d& tim ra hai gia tri bat ky khic nhau
X1, X2 ma h(Xl) = h(Xg).

Chi y: V2 Iy thuyt thi cic kha ning trén déu c6 thé xdy ra vi
kiéu dnh xa n — 1 cla ham bam.
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Mbt ting dung thuc t& ca ham bim

» Luu trir thong
Ngudi dung

Id

Password p

tin dang ky cla ngudi dung
CSDL

Bang luu triv
Id, h(p)

o |

Ham bam
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Mbt ting dung thuc t& ca ham bim

» Xac thuyc khi dang nhap

Ngudi dung CSDL

Id Bang luu triv

| Id, h(p)

Password p —% h — < J

3 Quyét dinh
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Phan loai ham bdm theo muc dich st dung

Kiém tra su thay ddi, chinh sita (Modification
Detection Codes - MDCs): Muyc dich cia MDC 13 cung cp
anh dai dién hodc gia tri bam cia mét file dit liéu va théa man
tinh chat dusi day:
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vio dé anh I3 gia tri bam cho trudc. Ham bam thda man
tinh cht nay goi 3 ham bim madt chiéu (OWHF)

(i) Chbng dung db, nghia I3 khé c6 thé tim dugc 2 gi tri
dau vao khic nhau ma cé cling gia tri bim.Ham bim
thda man tinh chit ndy goi 13 ham b3m khang dung dé
(CRHF).

Xac thuc tin hoac thuc thé (Message Authentication
Codes - MACs): Muc dich ctia MAC 13 d& c6 thé dam bao
lién hé giita ngudn tin va tinh toan ven cta né ma khéng can
st dung thém ky thuat khac nira.
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Dinh nghia vé thuat todn MAC

Dinh nghia

Mbét thuat toin MAC Ia ho cdc ham hy vdi tham sb k 13 khéa
va théa man cdc tinh chat sau:

» Dé cai dit tinh todn, nghia I3 hy(x) dé dang tinh dugc
vdi gid tri diu vao x va khda k.

» (6 tinh nén dir liéu, nghia Ia dnh xa tir x ¢6 dé dai bit
bat ky cho két qua cé dé dai bit co dinh.

| 2 Chéng lai tinh todn, nghia la cho trudc cac cap
(xi, hi(x;)) (néu cd) thi khéng kha thi dé tinh duoc bat
ctr cap (x, hi(x)) vdi bat cir gid tri mdi x.
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Muc tiéu cta ké dich véi MDC va MAC

Véi MDC:

» Thn cbng vio cic ham OWHF, nghia I3 tim x dé
h(x) = y cho trudc hodc tim x’ ma h(x) = h(x’) véi x
biét trudc.
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Muc tiéu cta ké dich véi MDC va MAC

Véi MDC:

» Thn cbng vio cic ham OWHF, nghia I3 tim x dé
h(x) = y cho trudc hodc tim x’ ma h(x) = h(x’) véi x
biét trudc.

> Thn cong cac ham CRHF, nghia I3 tim 2 gid tri x; # X
dé h(Xl) = h(X2)
Véi MAC:

» Thn c6ng vao MAC, nghia I3 tinh cip MAC mdi
(x, hi(x)) khac véi cac cdp (x;, he(x;)) cho trudc va
khéa k khéng dugc biét.
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Céach co ban xay dung ham bdm

M6 hinh ¢6 dong chung

Gia tri du vao c6 db dai tly ¥

‘ )
Ham nén
13p
Cb dinh d6 dai dau ra
Bién ddi tly chon
Két'qua
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Céach co ban xay dung ham bdm

Mb hinh chi tiét

x nhp vio
ham bdm h
tién xi Iy
bs sung bit
b3 sung khbi
x da dugc x( ly theo
dinh dang x = x1x ... X
thuc thi 3p

Két qua h(x) = g(H.)
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Ham bam MD5

» MD = Message Digest
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Ham bam MD5

» MD = Message Digest

> MD5: {0,1}* — {0,111
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Thuit todn ctia MD5

Qui véc ban dau:

> Gia sl ta c6 doan tin dau vao 13 M, ¢é biéu di®n & nhi
phan gom b bit nhu sau:

[m07 my, ..., mb—l]

13 /17



Thuit todn ctia MD5

Qui véc ban dau:

> Gia sl ta c6 doan tin dau vao 13 M, ¢é biéu di®n & nhi
phan gom b bit nhu sau:

[mO, my, ..., mb—l]

> Mbt "ti" trong thuat toin ndy dugc qui udc hiéu 13 gdm
4 bytes ~ 32 bits khi biéu di&n nhi phan.
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Thuit todn ctia MD5

» Budc 1: BS sung thém bit vio sau tin M, d€ duoc tin
méi ¢ do dai la = 448(mod 512).
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> Khi bs sung thém bit thi bit dau tién thém vao I3
1 va tiép theo con lai la 0.

> Khi bé sung bit thi c6 it nhit 1 bit v nhiéu nhit
la 512 bit dugc thém vao tin goc M.
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Thuit todn ctia MD5

> Budc 2: Biéu dign d (13 db dai clia tin gbc) & dang
64-bit.
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» Khi b8 sung bit & budc 1 va 2 thi ta dugc tin méi
cé do dai la bdi cta 512, ciing c6 nghia la dugc
biu di&n & bdi clia 16 ky tu (1 ky tu gdm 32 bit
nhu qui udc).

> Gia sk khi b8 sung xong ta dusc tin méi ]
MO, ...N — 1] ¢ N ky tu & d6 N chia hét cho 16.
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Thuit todn ctia MD5

» Budc 3.1: Khdi tao bd dém ctia MD:

>
>
>
| 4

A=0x67452301
B=0xefcdab89
C=0x98badcfe
D=0x1032476
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Thuit todn ctia MD5

> Buéc 3.2: Khdi tao ham F(X,Y,Z) I3n luot I3:

> F1(XY.Z) = XY v not(X) Z
> F2(X,Y,Z) = XZ v Y not(Z)
» F3(X,Y,Z) = X xor Y xor Z
> F4(X,Y,Z) =Y xor (X v not(Z))
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Thuit todn ctia MD5

> Buéc 3.2: Khdi tao ham F(X,Y,Z) I3n luot I3:

> F1(XY.Z) = XY v not(X) Z
> F2(XY,Z) = XZ v Y not(Z)
» F3(X,Y,Z) = X xor Y xor Z
> F4(X,Y,Z) =Y xor (X v not(Z))

» Budc 3.3: Tinh cic gia tri
K; = floor[2%% xsin(i)], i=1,...,64.
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Tai liéu tham khao
Handbook of Applied Crytography, chapter 9
http://cacr.uwaterloo.ca/hac/



